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Your Android phone is tracking you in many ways. Here are eight steps you can take to stop it.
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No matter where you go online, you're being tracked. Apps and websites constantly monitor your activity and collect your data for all sorts of reasons. Your physical location, buying behavior, and media consumption habits all leave a trail every time you pick up your phone.
If privacy is a big deal for you, this is enough to invite a lot of fear and anxiety. In this guide, we'll show you eight ways you can stop your Android phone from tracking you.
1. Turn Off Location, Wi-Fi, and Mobile Data
The easiest way to stop your Android phone from tracking you is to simply turn off location tracking, Wi-Fi, and mobile data. Restricting these services basically makes your phone unable to connect to the outside world. If you want to go a step beyond and block your cellular network as well, simply turn on Airplane mode.
You can do this by accessing your Quick Settings panel. Although convenient, this solution isn't ideal since you obviously require an active internet connection and cellular network to use your phone like normal; still, if you need some peace of mind, this method helps.
2. Pause or Delete Your Google Activity
It's not news to anyone at this point that Google has a lot of data on you. This data is divided into three categories: Web & App Activity, Location History, and YouTube History. You can view and manage this data in the Google app.
Follow the steps below to pause your Google activity:
1. Open the Google app and tap on your profile picture. 
2. Tap Manage your Google Account and go to the Data & privacy tab. 
3. Under History settings, tap Web & App Activity > Turn off > Pause. 
4. Do the same for Location History and YouTube History. 
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Follow the steps below to delete your Google activity:
1. Under History settings, tap Web & App Activity > Manage all Web & App Activity. 
2. Tap Filter by date & product in case you want to remove particular items only. 
3. Tap Delete and select if you want to delete activity from the Last hour, Last day, All time, or set a custom range.
· You can also tap Set up automatic deletions to remove your activity at regular intervals. Select to auto-delete activity older than three, 18, or 36 months. 
4. You might be asked to select which activity to delete on the next screen. Select your activity and tap Next > Delete. 
5. Do the same for Location History and YouTube History. 
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3. Turn Off Personalized Search Results 
Another way to limit tracking on your phone is to stop seeing personal search results. Doing so means that when you search for something on Google, you will no longer see results that are the most relevant to you, but rather more general results about the searched topic.
Here's how to do this:
1. Open the Google app and tap on your profile picture. 
2. Go to Settings > Personal results. 
3. Tap the toggle switch to disable personal search results. 
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4. Turn Off Ad Personalization
Similar to the last point, you can also stop seeing personalized ads if they are getting a bit too intrusive for your comfort level. Note that this doesn't mean you'll stop seeing ads altogether; you'll still see ads, but they'll just not be as relevant to you.
Here's how to disable ad personalization:
1. Open the Google app and tap on your profile picture. 
2. Tap Manage your Google Account and go to the Data & privacy tab. 
3. Under Ad settings, tap Ad personalization. 
4. Tap the toggle switch to disable personalized ads. 
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5. Delete Your Advertising ID
Every Android device has a unique advertising ID that contains information about the user, their preferences, habits, and more. You can delete the advertising ID stored on your device to stop apps from using it to show you personalized ads and content.
Here's how to do this:
1. Go to Settings > Google > Ads. 
2. Tap Delete advertising ID and tap Delete advertising ID again to confirm.
· Alternatively, you can also tap Reset advertising ID to start fresh from a clean slate. 
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6. Remove Permissions From Unused Apps
There are a variety of permissions such as your location, camera, microphone, calendar, files, and call logs that you instinctively grant to an app when you install it. Through these permissions, apps can access your data, store it, and use it for advertising purposes. Luckily, you can remove these permissions any time you want.
Here's how to do so:
1. Go to Settings > Privacy > Permission manager. 
2. Tap a permission to see which apps are using it. 
3. Tap an app under Allowed and select Don't allow. 
4. If prompted with a warning, tap Don't allow anyway.
· Alternatively, you can select Ask every time or Allow only while using the app. 
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To see all the permissions an app has, go to its details page and select Permissions.
7. Uninstall Apps You Don't Need
It's a simple rule of thumb that the more apps you have, the more tracking is possible. So, to minimize your chances of being tracked, it's a good idea to uninstall the non-essential apps on your phone. This includes pre-installed bloatware apps, social media apps, dating apps, fitness apps, and more.
Do note that some pre-installed apps cannot be uninstalled. In that case, your only option is to disable them to stop them from running in the background—unless you want to risk rooting your Android phone which is not a popular recommendation these days.
8. Switch to Privacy-Friendly Alternatives
Since privacy is becoming an increasingly important matter, several developers have made it their mission to provide you with privacy-friendly apps and websites that you can use as an alternative to your current apps. For instance, you can use Brave instead of Google Chrome, replace the Google Play Store with its alternatives, and ditch WhatsApp for Signal.
Don't download anti-tracking apps as they are unreliable and often end up collecting your data for advertising—which defeats their whole purpose.
Prevent Your Android Phone From Being Tracked
No matter how much you try to disable tracking on your phone, it's virtually impossible that you will become fully untraceable. As long as your phone is with you, it's likely to send some kind of data to the outside world—even if you're using privacy-friendly apps.
In fact, there are a fair number of lawsuits against Google claiming the company tracks its users despite them turning off location history and other similar settings.
This is the unfortunate side effect of having increasingly integrated tech ecosystems surrounding us. The more connected you are to technology, the easier it becomes to track you. Fortunately, there are ways you can at least reduce how frequently you're being tracked.

image4.png
22:53

& Google Account

Web & App Activity

Saves your activity on Google sites and apps,
including associated info like location, to give
you faster searches, better recommendations,
and more personalized experiences in Maps,
Search, and other Google services. Learn more

@ on Turn off

See and delete activity
@ (% )(p)0)m) (A8

Subsettings

Include Chrome history and activity from
sites, apps, and devices that use Google
services

Saves your activity from apps on this
device

Include voice and audio activity.
Learn more

Auto-delete (Off)

% Choose an auto-delete option >

Manage all Web & App Activity 4]

+ See all activity controls




image5.png
22:55

& Google Account

Web & App Activity

Your Web & App Activity includes the things you do on
Google services, like Maps, Search, and Play. It can
also include things you do on sites, apps, and devices
that use Google services or your voice and audio
recordings. The activity you keep is used to give you
more personalized experiences, like faster searches
and more helpful app and content recommendations.

You can see your activity, delete it manually, or
choose to delete it automatically using the controls
on this page. Learn more

@ Saving activity >

Your Web & App Activity is on
Saving audio is off

b Auto-delete (Off) >
Choose an auto-delete option

. Google protects your privacy and security.
Manage My Activity verification

Q  Search your activity H
= Filter by date & product Delete ~
Today X

@ Some activity may not appear yet




image6.png
22:55 ©

@

< X
Choose activity to delete

What happens when you delete activity

Your activity will be permanently deleted from
your account and no longer used for
personalization

29 products selected Select All
A Ads
@ Android
®, Assistant
[l Books
@ Chrome
{J Developers
@ Discover
4> Drive
™ Gmail

R e L e [P -_




image7.png
22:50 R RE

& Settings Qi
3= General
£ Notifications

E] Hide explicit results

4, Personal results

#~ Channels & Interests
®: Google Assistant

& Voice

@ Language & region
8% Search Widget

@ About




image8.png
22:50

alE

& Personal results

(5]

Show personal results -

Google

Choose whether Search can show you personal
results based on info in your Google Account

Personal results in Search include:

Autocomplete predictions from your
0 Search history, so you can pick up
where you left off. Learn more

Personal answers based on info in your

® Google Account, like “my flights” from
Gmail or “directions home” from Maps.
Learn more

Recommendations for you based on
activity in your Google Account, like
Discover stories, “what to watch,” or

“where to eat"

@ Some Search results may require additional
settings, like Web & App Activity or
Location History

@ This setting doesn't affect your personal
results setting in Google Assistant or
whether Search history is saved in your
Google Account




image9.png
22:52 ©

X Google Account

Personalinfo  Data&privacy ~ Security  Peoy

© My Activity © Maps Timeline | (@ YouTu

Ad settings

You can choose whether the ads you see are
personalized based on things like interests and
brand preferences

Ad personalization

>

@ on

We protect your privacy. Content from Drive,
. Gmail, and Photos is never used for any ads

purposes.
Personal results in Search
You can decide whether Google Search shows
you personal results based on info in your Google
Account
@ on >

Google Fit privacy

Manage Fit data saved in your Google v
Account and see privacy settings for

connected devices and services

Manage Google Fit privacy




image10.png
23:02 o Rale

& Google Account @

Ad personalization

Google makes your ads more useful on
Google services (such as Search or
YouTube), and on websites & apps that
partner with Google to show ads. Learn
why you're seeing an ad

Ad personalizationis ON @@

Advanced v

How your ads are personalized

Ads are based on personal info you've added to
your Google Account, data from advertisers that
partner with Google, and Google's estimation of
your interests. Choose any factor to learn more or
update your preferences. Learn how to control the
ads you see

‘ 18-24 years old
V.~





image11.png
23:04

&

Google

@ Ayush Jalan

Manage your Google Account

COVID-19 support

COVID-19 Exposure

Notifications
off

Services on this device

Ads

Autofill

Backup

Devices & sharing

Find My Device

Mobile data & messaging
Parental controls

Personal Safety

o8RRI

0]




image12.png
2304 B

Ads

Manage ads personalization on this device

Reset advertising ID

This generates a new advertising ID that apps can use
from now on

Delete advertising ID

Apps can no longer use this advertising ID to show you
personalized ads

Enable debug logging for ads

Instruct apps to write ads debugging .
information (such as network traffic) to the
system log

®

These settings help you control whether apps can use
this device's advertising ID to personalize ads

This device's advertising ID
06e180e9-583e-49e4-89e2-4€397905a011

Learn more




image13.png
2304 B

¢ Delete advertising ID

This deletes your current advertising ID. Apps
can still show you ads, but they may not be as
relevant or interesting to you.

Apps use the device's advertising ID to

show you personalized ads. When you lose
personalization it means you have less control
over the type of ads you see. Personalized ads
also help apps, like news publications, keep
their content and services free.

Note: Your advertising ID will be deleted but
apps may have their own settings which can
also affect the type of ads you see.

You can always get a new advertising ID later.





image14.png
23:05 AR e

Permission manager

Body sensors

<

1 of 3 apps allowed
¢ Calendar

8 of 14 apps allowed
« Calllogs

7 of 11 apps allowed
o Camera

9 of 38 apps allowed
. Contacts
a

15 0f 50 apps allowed

m Files and media
37 of 64 apps allowed

o Location
6 of 37 apps allowed

Microphone
15 of 39 apps allowed

-

».  Nearby devices




image15.png
23:06

Location

o
Location

Apps with this permission can access this
device's location

Allowed all the time

. Weather

Allowed only while in use

. Chrome

Google

Last accessed 21:34
Phone

Samsung Internet

Last accessed 18:51

Smart Switch





image16.png
23:07

il @

Location permission

Google

Location access for this app

@®  Allow all the time
Allow only while using the app
Ask every time
Don't allow

Use precise location

When precise location is off, apps can e

access your approximate location

See all Google permissions




image1.png




image2.png
22:50 o

Sl @

Google

X
@ Ayush Jalan &

Manage your Google Account

&  New Chrome incognito tab
D  Search history Saving

Delete last 15 minutes

IOl Recent

$ Reminders

Your data in Search
€3 Settings

®  Help & feedback

Privacy Policy + Terms of Service




image3.png
2252 @ oA RalE

X Google Account ® Q e

Personalinfo  Data&privacy  Security  Peoy

Privacy suggestions
available

Take the Privacy Checkup and
choose the settings that are right for
you

Review suggestions (4)

Things you've done and places
you've been

Your options for istory, ads, and N

personalization. Rediscover the things
you've searched for, read, and watched,
and see the places you've visited.

History settings

Choose whether to save the things you do and places
you go to get more relevant results, personalized
maps, recommendations, and more

Web & App Activit

) PP y N
@ on

) Location History 5
@ on
YouTube History 5

@ on




