Quickshare between disparate devices - in this case Android phone to
MS laptop




Check that the person you're sending to has the right settings.

The recipient needs to set Quick Share to accept files from Everyone or Contacts only (if you're in their contacts). For Galaxy phones and tablets, Quick Share or Phone visibility/Tablet visibility needs to be turned on in the
quick panel and the screen needs to be on.

Quick Share: a Samsung app pre-loaded on MS laptop and (my) Android
phone. Blue Tooth connection & Samsung cloud account interaction make the
connection between disparate devices.
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Quick Share

Sarah's Vivobook (ASUSVIVO)

Who can see you to send you files?

Everyone ¥ ° Only for 10 minutes

Drag and drop files below or click on someone to send them files.

Share to devices nearby

Chris's A54
Phone



& Settings

@  sorah Levis System > Nearby sharing

w9 slewis5472@hotmail.com

@ Nearby sharing o
Find a setting Q Share files, photos, and links with nearby Windows devices How to improve nearby sharing speed
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Quick Share
Sarah's Vivobook (ASUSVIVO)

Who can see you to send you files?

Everyone ¥ ° Only for 10 minutes
e Chris's A54 sent you 1 image.
PIN: 124082
Save and open Save Decline

Drag and drop files below or click on someone to send them files.

Share to devices nearby

&2  Scanning nearby ...



Free VPN offered with MS Edge Update. Useful?
(And how Gemini Al provided information to help me decide)




MS offers free “intelligent” VPN. But why would | need it if my email
providers offer good encryption, and WhatsApp is end-to-end encrypted

too?

Get VPN
protection when
you need it the
most

Edge Secure Network is Microsoft Edge's built-in VPN
that can help secure your network connection from
online hackers, keep your location private and
safeguard your sensitive data, so you can make
purchases, fill out forms and more, safer online.

Try now Learn more

Secure Network

¢ VPN . @,

Automatically uses VPN for public Wi-Fi, insecure sites,
and more. To change how VPN is used, go to Settings

D Always use VPN for this site

Protected traffic Secured networks



Malwarebytes Reports Hacks to Payments
Webpages

Malwarebytes has recently discovered a significant campaign targeting online
stores, specifically those running on the Magento platform. These attacks
involve the injection of malicious code into the payment processing pages of these
websites.

How does it work?

« Code Injection: Hackers insert malicious code into the payment pages.

« Data Theft: When customers enter their payment information, this code
secretly captures and transmits the data to the attackers.

« Fraudulent Transactions: The stolen data can be used to make
unauthorized purchases or sell on the dark web.

What's the risk? If you've shopped on a compromised website, your payment
information could be at risk. This includes your credit card number, expiration date,
and CVV/CVC code.

How can you protect yourself?

« Use areputable antivirus: Malwarebytes, of course, but also other reliable
options.

« Be cautious of suspicious websites: Look for signs of fraud, such as
unusual URLs or misspelled words.

« Monitor your account activity: Regularly check your bank and credit card
statements for unauthorized transactions.

« Use strong, unique passwords: Avoid using the same password for multiple

Why the MS offer of a
website-sensitive VPN (Virtual
Private Network) seemed attractive
to me.

Would it solve this security issue?



* Gemini

Yes, a VPN can significantly protect against bank card keylogger hacking on
insecure payment webpages.

Here's how:

e Encryption: A VPN encrypts your internet traffic, making it difficult for hackers
to intercept and decipher your data, including your credit card information.

o Hidden IP Address: A VPN masks your real IP address, making it harder for
hackers to track your online activity and target you specifically.

» Secure Server Connection: When you connect to a VPN server, your data is
routed through that server, providing an additional layer of security.

However, it's important to note that a VPN is not a foolproof solution. Always

exercise caution when entering sensitive information online, and look for signs of a
secure website, such as a padlock icon in the URL bar and a website address that
starts with "https".

Additionally, consider using a strong password manager to protect your login
credentials and avoid reusing passwords across different accounts.

| asked Gemini (Android
version of Al).

BUT Gemini lists NordVPN as
a principal source ie citation,
for its answer.

(The malware is on the
webpage.. details are not
intercepted in transit)



So | asked Gemini a more specific question:
Is it safer to use Paypal or Googlepay than a VPN to enter payment

details?

This time, the first citation was a government cybersecurity website so |
trusted its answer more..



Is it safer to use Paypal or Googlepay than a VPN for entering payment details?

All  Videos Images News Books Maps Flights : More

< AlOverview

PayPal and Google Pay are generally considered safer than a VPN for
entering payment details, but each has its own security features and
risks: @

Google Pay

Uses advanced security infrastructure to protect payment information. Google Pay
doesn't store card details on the device, and doesn't share the actual card number
when paying in stores. To keep Google Pay safe, you can download apps from the
official Google Play Store and keep your device's operating system up to date. ¢

PayPal

Has security measures in place to protect bank account information, including end-to-
end encryption, firewalls, and a secure online vault. PayPal's Buyer Protection program
can reimburse you for the full purchase price if you don't receive an item or if you
receive the wrong item. However, PayPal doesn't guarantee a full refund in all
situations, such as if you paid money to a phishing scammer. ¢

VPN

A virtual private network can protect your data when you bank over public Wi-Fi or
through a home network. However, banks can see the IP address of the VPN server
you're connected to, which might cause them to ask you to confirm your identity.
Using a VPN is especially important when making purchases on public Wi-Fi, where
hackers can create fake hotspots and infect your device with malware. ¢
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Tools

Learn more

Shopping and paying safely online - NCSC.GOV.UK
Only provide required details on checkout When making your
payment, only fill in the mandatory details (often marked with ...

@ National Cyber Security Centre

.

What are the safest ways to pay online? - NordVPN
6 Jul 2023 — No online payment is truly safe. Whether you're
browsing, working, or gaming, protect your privacy with...

M NordVPN

Is PayPal Safe and Secure? 10 Tips for Buyers and

Sellers

10 Feb 2023 — Does PayPal refund money if you get
scammed? Purchases made on PayPal are protected if they...

& AVG Antivirus

Show all



Chromebook update qgives direct access to MS’s OneDrive cloud to allow
MS OneDrive files to be accessed and opened in their MS365 apps




Access Microsoft” 365 more easily

Now, it's a breeze to open and edit Microsoft” Word, Excel® and

PowerPoint” files on Chromebook using the Microsoft® 365 app
with the new OneDrive integration.’

Learn more

Open and edit Office files on your Chromebook

On your Chromebook, you can open, edit, download and save Microsoft® 365 files, such as
Word, PowerPoint or Excel files.

This is a one-way street! There is no equivalent way of opening Google
files within One Drive
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When the European Union finally introduces its new border control system this autumn,
you'll no longer have to stand in line waiting to get your passport stamped. The bad news?
You'll need to get familiar with two new abbreviations: EES (Entry/Exit System) and Efias
(Electronic Travel Information and Authorisation Scheme) The former could cause long
queues at European airports and ports. The latter means you'll have to buy a £6 travel
permit to visit Europe. Here's what you need to know about Brussels' new rules - and the
post-Brexit red tape that's still catching people out.

What is the Entry/Exit System?

Europe's new digital border control system will log when non-EU travellers, including Brits,
enter or exit the bloc. Your biometrics will be checked along with your travel documents:
your passport, four fingerprints and your face will be scanned at a self-service kiosk. If you're
at a port, you may use a tablet instead. Under 12s will be exempt.

Why could it cause queues?

The current plan is to let travellers register personal and passport details ahead of travel, but
your biometric data must be recorded at border control. This could initially lead to queues at
European airports and ports. An official French report warned that queuing times would at
least double. It could also cause tailbacks at Dover and the Eurotunnel terminal at
Folkestone, where French officials conduct border checks on UK soil. Once registered, your
data is stored for three years, so clearing border control should then be quicker.
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What is the Entry/Exit System?

Europe's new digital border control system will log when non-EU travellers, including Brits,
enter or exit the bloc. Your biometrics will be checked along with your travel documents:
your passport, four fingerprints and your face will be scanned at a self-service kiosk. If you're
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Guest staying overnight may want to share your Wifi network and save
their mobile data allowance - easy shortcut way to do it.
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< Wi-Fi

On

Current network

=~ PLUSNET-9ZCJMM

"0 Connected

Available networks

=5 TP-LINK_409630

~» BT-6GAGFM

-+ Add network

Sl 77%m

o
o

Phone: open Settings/Connections/Wifi

Cogwheel submenu for sharing Wifi 12 digit
pass code with another phone: tap it

QR code symbol for adding a Wifi network to
your phone via the 12 digit passcode
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PLUSNET-9ZCJMM
Connected

O security WPA/WPA2-Personal

Password

.............. ®

Auto reconnect

v View more

QR code Share network Forget

[ O <

Tap the QR code symbol. (Or this phone
allows you to use a Quickshare link too)
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< Connect by QR code

Find a QR code

On the phone sharing the

PLUSNET-9ZCJMM network

On the receiving phone - go

® into
e Settings/connections/Wifi
to PLUSNET»9ZCF;JaI\;I;\<IN\gri:jr.\outenteringthe and SeIeCt the QR Code
L symbol at the top of the

QR code can find out this network's password.

webpage to open camera
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Organise your open MS Edge tabs into logical groups and stack
them.
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