Fraud Unit at Thames Valley Police, s
“Fraudsters continue to exploit manipulative tactics to gain access to your personal information and money. -Forward spam calls and texts messages to 7726 and forwarding suspicious emails to report@phishing.gov.uk 
National Fraud Intelligence Bureau at the City of London Police, 
“Every phishing email reported helps us gain a better understanding of the tactics being used. The more reports received, the more people we can protect, preventing them from becoming victims. “Do not get caught out, Stop, Think Fraud, and make sure you report suspicious-looking emails or messages if you receive them. You can forward emails to report@phishing.gov.uk, or forward spam text messages to 7726.”
Economy and Society Resilience,
Since 2020, over 41 million phishing attempts have been reported to the Suspicious Email Reporting Service . There is  practical advice on how to spot and report frauds – and to stay secure online - on the NCSC website.”
What is phishing?
'Phishing', ‘quishing’ or ‘smishing’ is when criminals use fake emails, text messages, QR codes, or phone calls to trick victims. 

The goal of a phishing message is to encourage the victim to click a malicious link, or scan a fraudulent QR code,. Criminals will use well-known brands or organisations the victim already has a connection with, like a bank or tradesperson, to make fake emails seem genuine and more convincing. 

If you have received an email that does not feel right, STOP! 
·  break the contact – do not reply, click on links,  phone , or make payments 

·  check if it is genuine: contact the organisation directly using an email address or phone number you know is correct, e.g. from your utility bills, via a search engine, on the back of your card or by calling 159 for banks 

·  before you delete the email, forward it to report@phishing.gov.uk 
If you have received a text message that does not feel right, STOP! 
·  break the contact do not reply, click on links,  phone , or make payments  ·  check if it is genuine:  as above  

·  forward the message for free to 7726 

If you have received a call that does not feel right, STOP! 
·  hang up 

·  check if it is genuine: as above 
·  do not trust the Caller ID display on your phone – it is not proof of ID 

·  report it by sending a text to 7726 with the word ‘call’ followed by the fraud caller’s number 

For more advice on how to protect yourself from fraud: https://stopthinkfraud.campaign.gov.uk/ 

If you have lost money or provided financial information because of a phishing fraud, notify your bank immediately and report it to Action Fraud at actionfraud.police.uk or by calling 0300 123 2040. In Scotland, call Police Scotland on 101.
